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unfollow the traditional

Bitdefender GravityZone Datacenter Security tightly integrates with VMware NSX to provide agentless
protection, automated deployment and orchestration of security services for the software-defined

datacenter.

A certified VMware Ready solution, GravityZone delivers the following benefits in NSX
environments:

Improved security posture and automation with micro-segmentation and machine
tagging — The joint solution stops attacks from propagating by automatically tagging
infected Virtual Machines (VMs) and moving them to a quarantine group

Increased consolidation rates with agentless protection — With only one Security
Virtual Appliance (SVA) per host and no additional security agent inside each VM, the
joint solution increases virtualization density and improves application performance

Seamless support of VM portability — GravityZone's tight integration with VMware
NSX Manager ensures security policies automatically follow VMs as they migrate
across the datacenter, delivering uninterrupted protection

Bitdefender GravityZone integrates with VMware vCenter and NSX Manager out of the
box and uses guest introspection to provide agentless protection for VMs. Antimalware
scanning is offloaded from the virtual machines to the Security Virtual Appliance (SVA).
When new VMs are created within an NSX group, GravityZone provisions their security
automatically.

The solution’s lean and efficient architecture has a minimal footprint within the virtual
machine, freeing resources to run production workloads. GravityZone's tight integration
with VMware vSphere lets administrators assign and manage security policies directly
from vSphere Web Client's familiar user interface.
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PROTECT YOUR SOFTWARE-DEFINED DATACENTER WITH BITDEFENDER

Best-of-breed security — GravityZone consistently ranks first in security efficacy and performance trials by the world's most
respected independent testing organizations

+ Operational efficiency — GravityZone's plug-and-play compatibility with VMware NSX allows the security platform to be provisioned
and deployed within hours, not days. Its capacity to automate policy administration delivers substantial time savings on security
operations

+ Unlimited linear scalability — Engineered for the software-defined datacenter, GravityZone's modular and resilient architecture gives
it scalability to secure carrier-grade deployments. The security platform scales out on demand in a linear and efficient fashion by
spinning up additional security virtual appliances, as required

Single-pane-of-glass visibility — GravityZone can simultaneously support any number of VMware vCenter servers plus other
virtualization solutions in the same hypervisor-agnostic deployment. This provides ubiquitous visibility, manageability and reporting
covering the entire software-defined datacenter—all from a single management console.

ABOUT BITDEFENDER GRAVITYZONE DATACENTER SECURITY
Engineered for the software-defined datacenter, the award-winning GravityZone Datacenter Security platform delivers best-in-class

adaptive layered defenses while facilitating IT agility, operational efficiency and infrastructure cost containment. GravityZone tightly
integrates with the VMware suite and is the only security solution certified as VMware NSX Ready for both Windows and Linux clients.

Best Performance 2016 Award (Corporate Users) Advanced+ Malware Protection
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Bitdefender Endpoint Security Bitdefender Internet Security
AV-Test, February, 2017* AV Comparatives, March, 2017**

For more information and to request a free trial, please visit:
www.bitdefender.com/sve

For sales inquiries, please call (+1) 954 300 2674

Bitdefender delivers security technology in more than 100 countries through a cutting-edge network of value-added alliances, distributors and reseller partners. Since 2001, Bitdefender has

—_—— consistently produced market-leading technologies for businesses and consumers and is one of the top security providers in virtualization and cloud technologies. Bitdefender has matched its
award-winning technologies with sales alliances and partnerships and has strengthened its global market position through strategic alliances with some of the world's leading virtualization and
cloud technology providers
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