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Vulnerability

Intelligence Manager

Verified Vulnerability

Covering All Systems

Manage your software vulnerabilities with verified, accurate and comprehensive
intelligence from Secunia Research to you on time, every time

Benefits to

Your Organization:

® Secunia Research,
analyze hundreds of
possible vulnerabilities
every day. They test,
identify and report on
the real vulnerabilities.

e Secunia Advisories
were developed to
support the work of
security practitioners
to secure businesses.
They provide detailed,
standardized information
on vulnerabilities on
applications and systems
to enable risk assessment
and prioritization of
mitigation efforts.

Our customers receive
vulnerability intelligence
for all assets within
their organizations.
They can be confident
that we will track any
commercially available
applications or system
in their infrastructure
for vulnerabilities.

We entirely support
the processes related to
software vulnerability
management. That
means organizations
are equipped to fully
leverage the vulnerability
intelligence provided
by Secunia Research

to efficiently act on

the vulnerabilities

that are a threat for
their businesses.
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Vulnerability Intelligence Management
Vulnerability Intelligence Manager is a powerful
Software Vulnerability Management solution that
provides you with the necessary information to
analyze vulnerabilities in your IT infrastructure,
enabling you fo track and eliminate them

easily from a centralized dashboard interface.
Vulnerability Intelligence Manager is power-
packed with rich features and a friendly and
lightning fast user interface. It is extremely
customizable, enabling organizations to find the
latest vulnerability intelligence immediately, and

implement remediation strategies more effectively.

What's in Vulnerability Intelligence Manager?
Verified intelligence: Secunia Research

analyzes hundreds of potential vulnerabilities
every day and releases advisories for verified
vulnerabilities, containing detailed information
used by customers to assess risk and determine
actions to keep their business protected from
cybercriminals and hackers.

Secunia Advisories are the result of the
expert work from Secunia Research. Covering
applications and systems since 2003, each
advisory represents a full picture of the
vulnerability in the product, including:

e Attack vector (how the vulnerability
can be exploited)

e Secunia Research Criticality Rating
e Impact of exploitation (the consequence)
o References to industry standards

e Link to patches, description of partial fixes,
work-arounds and other mitigation actions

o Additional references when applicable

e A unique identifier

Intelligence

Coverage of all applications and systems.

With one of the largest software vulnerability
databases in the market, covering over 50,000
applications and systems across all platforms,
we are committed to covering all applications
our customers have in their environment. With
the “Suggested Software” feature customers can
suggest any commercially available application
and we will start tracking it within 72 hours.

Comprehensive management features drive
alerts, risk assessment, mitigation, verification
and continuous reporting. Those features make
the intelligence provided by Secunia Research
actionable and link the steps of the Software
Vulnerability Management lifecycle: Assess,
Mitigate and Verify.

Reports and Dashboards support analyzing
performance and give visibility fo the
implementation of information security strategies
to management. Reports also provide deep
insight info such processes for auditing and
compliance check purposes.

And more...

Get Prioritized, Verified Vulnerability Alerts
Across your Entire Infrastructure

The combination of the broad coverage, the
intelligence provided by Secunia Research
and the management features make it possible
for organizations to assess risk based on the
relative criticality of vulnerabilities in their
own environment, driving the effective use of
resources fo prioritize mitigation actions with
highest impact to reduce the attack surface for
cybercriminals and hackers.
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Figure 1: The Software Vulnerabilities Management lifecycle

How Vulnerability Intelligence Manager supports the

Software Vulnerability Management lifecycle

Assess:

* Vulnerability information is verified and described

* Vulnerability Intelligence on applications running on
hardware, firmware, middleware and Industrial
Control Systems is sent to our customers

* |nventory data is used to configure asset lists, groups
and alerts for correlation

¢ Vulnerability Intelligence is correlated with your
inventory for assessment of vulnerability status of
over 50,000 applications

* Vulnerability Intelligence and correlation allow to risk
assessment, decision making and distribution of tasks

Mitigate:

* Secunia advisories contain information about existing
mitigation actions, when available

Verify

e Ticketing system and reports to track and document risk

assessment and implementation of mitigation actions
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Flexera Software LLC
(Global Headquarters):
+1 800-809-5659

United Kingdom (Europe,
Middle East Headquarters):
+44 870-871-1111

+44 870-873-6300

Secunia Research at Flexera Software

In September 2015, Flexera Software acquired Secunia,
adding Secunia’s Software Vulnerability Management
solutions fo complement Flexera Software’s Software License
Optimization and Application Readiness solutions. Under
Flexera Software, Secunia Research continues to perform
vulnerability verification, issue Secunia Advisories and publish
data on the global vulnerability landscape.

About Flexera Software

Flexera Software helps application producers and enterprises
manage application usage and increase the value they
derive from their software. Our next-generation software
licensing, compliance, security and installation solutions

are essential to ensure continuous licensing compliance,
optimize software investments and future-proof businesses
against the risks and costs of constantly changing technology.
Over 80,000 customers turn to Flexera Software as a trusted
and neutral source for the knowledge and expertise we

have gained as the marketplace leader for over 25 years
and for the automation and intelligence designed into

our products. For more information, please go fo:
www.flexerasoftware.com

Next Step:
For a more product information or fo begin a free trial, visit

www.flexerasoftware.com/enterprise/products/software-
vulnerability-management/trials

For more office locations visit:
www.flexerasoftware.com

Australia (Asia,
Pacific Headquarters):

+61 3-9895-2000
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