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1 About GFI Backup

1.1 Introduction

GFI Backup is a simple yet powerful backup and restore utility that enables you to
back up and restore data stored on local and networked computers. GFI Backup
offers the following main features:

FEATURE

Network wide backup and
restore capabilities

Backup to a wide variety of
media
Extensive scheduling

controls

Secure backup
Complete set of backup
types

Granular control on user

actions

Full visibility on systems
operation

Ease of use

About GFI Backup

DESCRIPTION

Backup and restore data on servers, computers, and laptops all over
your network.

Including local and external storage devices, removable media such
as CD/DVD/Blu-ray discs and Tape drives, and other locations such
as NAS or FTP.

Configure backups to run at specific intervals such as daily, weekly
and every x days, hours, minutes.

Archive data to ZIP password (less secure but faster) or AES
encryption (more secure but slower) encrypted archives, ensuring
that data cannot be maliciously compromised.

Full backup, incremental and differential backups as well as stack
backups enable the setting up of different backups that cater for all
business needs.

User permission settings dictate the level of access to backup and
restore features that are available to the users on their computers.
These are fully customizable to cater for all requirements, from the
most basic user to the most advanced.

The availability of reports on all system functions, an activity
dashboard, as well as screens showing backup, restore, and agent
functions provide all the necessary information related to all your
backup activity.

A user-centric design that emphasizes ease of use enables users to
configure and use GFI Backup in the easiest way possible.

GFI Backup 2010-Business Edition - User Guide
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1.2 Using this manual

This user manual is a comprehensive guide aimed at assisting you in configuring and

using GFI Backup. It builds on the instructions in the GFI Backup 6Getting

and describes the use and configuration that you should do to achieve the best
possible results. The GFI Backup Getting Started Guide is available from:

http://www.gfi.com/business-backup-software/manual

This manual contains the following chapters:

CHAPTER
Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 8

Chapter 9

Chapter 10

DESCRIPTION
About GFI Backup

Introduces this manual and provides the basic information on how to use it.

Managing Backup Agents

Provides information on GFI Backup Agents, how to deploy them in various
environments, and how to remotely manage their configuration.

Configuring File/Folder Backups

Gives detailed information on how to configure and manage backups.

Restoring File/Folder Backups

Provides detailed information on how to restore backups.

Status Monitoring

Describes the status monitoring options that GFI Backup delivers and will help
you understand what is going on in your backup systems

Tape Backup and Restore

Provides information related to backups and restore operations to and from tape
drives.

Microsoft SQL Server backups

Describes the procedures that enable you to backup and restore a Microsoft
SQL Server database.

Reporting

Deals with the reporting features of GFI Backup and shows you how to extract
meaningful information from its operational information.

Synchronizing data

Provides you with detailed information on how to set synchronization schedules
using GFI Backup Agents.

Licensing tab

Describes the GFI Backup licensing tab and how to monitor your licensing
status.

2 1 GFI Backup 2010-Business Edition - User Guide About GFI Backup
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Chapter 11

Chapter 12

Chapter 13

Glossary

Appendix 1

Appendix 2

Appendix 3

Appendix 4

Appendix 5

About GFI Backup

Customizing GFI Backup
Describes how you can customize GFI Backup to suit your particular needs and
requirements.

Uninstalling GFI Backup

Describes the method through which GFI Backup can be uninstalled.

Troubleshooting and support

Provides you with all the necessary information on how to deal with
troubleshooting any problems encountered while using GFI Backup. Also
provides extensive support information.

Defines technical terms used within GFI Backup

Appendix 1 - Supported backup types
Describes the backup types supported by GFI Backup.

Appendix 2 - Backup strategy guidelines

Provides recommendations on how to best back up your data.

Appendix 3 - Tape drives

Provides information about the tape drives supported by GFI Backup

Appendix 4 - Proxy Settings

Provides information on how to set up proxy settings.

Appendix 5 - Using GFI Backup from the command line

Describes how to use the GFI Backup command line tools.

GFI Backup 2010-Business Edition - User Guide
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1.3 How does GFI Backup work?

GF| Backup

GFI Backup
Administration Console Storage Location

~3
Computers with GFI
Backup Agent installed

Laptops with GFI Backup
Agent installed

Waorkstations with GFI
Backup Agent installed

Servers with GFI Backup
Agent installed

Figure 1 - GFI Backup installation setup diagram

4 9 GFI Backup 2010-Business Edition - User Guide About GFI Backup
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GFI Backup is composed of two interdependent components:
1 GFI Backup Administration Console
1 GFI Backup Agents

1.3.1 GFI Backup Administration Console

The GFI Backup Administration Console is installed at a central location with network
access to all the computers that require a backup solution. On deploying all the
required agents on your networked computers, use the GFI Backup Administration
Console to:

T Configure new backup tasks across multiple computers on your network
Manage GFI Backup Agents deployed on your network
Restore data on networked computers from a central location

1

1

T Centralize the storage of backups to a central network location or media

T Monitor the operation of tasks (backups and restores) across the whole network
1

Generate reports on the operation of backups and restores
1.3.2 GFI Backup Agents

The GFI Backup Agents are the components that manage backup and restore
operations on client machines, including the computer where GFI Backup
Administration Console is installed. Through the setting up of user permissions by
systems administrators, users can also configure their own backups, restores and
sync operations on their workstations and computers over and above those setup by
the administrator via the GFI Backup Administration Console.

NOTE: This user manual provides detailed information related to the deployment and
configuration of GFI Backup Agents. For detailed instructions on how to use the
features included within GFI Backup Agents, refer to the GFI Backup Agent User
Guide manual available from:

http://www.gfi.com/business-backup-software/manual

About GFI Backup GFI Backup 2010-Business Edition - User Guide 15
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1.3.3 Firewall ports to enable for GFI Backup

GFl Backup requires the ports listed below for the exchange of command
instructions, control signals and access service messages. Ensure that the
configuration of your firewall(s) allows the use of these ports by GFI Backup.

PORT TYPE DESCRIPTION

5580 TCP Enables the GFI Backup Administration Console to be remotely accessed
via a web browser. Also enables the GFI Backup Agent(s) to communicate
with the GFI Backup 2010 web services backend to register itself and
receive instructions.

5583 TCP Enables the GFI Backup Web Administration Console to be remotely
accessed via a web browser over a secure HTTPS connection.

6 1 GFI Backup 2010-Business Edition - User Guide About GFI Backup
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1.3.4 GFI Backup Services

GFI Backup includes the following Windows services:

SERVICE NAME DESCRIPTION

GFI Backup 2010
Scheduler
Service

The central component of the GFI
Backup 2010 Agent. Executes the
following tasks:

1 Receives backup/restore
instructions from the GFI Backup
Administration Console

9 Sends backup/restore status
reports to GFI Backup
Administration Console

1 manages backup/restore task
scheduling

1 Manages the execution of
backup/restore tasks in the
designated order

1 Notifies GFI Backup Tray Agent
about the GFI Backup
Administration Console connection
and task execution status.

GFI Backup 2010
Attendant
Service

Verifies the status of installed agents.

GFI Backup 2010
Administration
Console

The Apache HTTP service that enables
the GFI Backup Administration
Console.

About GFI Backup

LOCATION AND USER

NAME CREDENTIALS
<drive>: \ Program Local System
Files \ GFI\ GFI

Back up

2010\ GFIBSched.exe

<drive>: \ Program Local System
Files \ GFI\ GFI
Backup

2010\ GFIBInst.exe

<drive>: \ Program
Files \ GFI\ GFI
Backup 2010
Administration

Console \ apache \ bin \
httpd.exe

User account
specified during
installation for the
GFI Backup
Admin Console.

GFI Backup 2010-Business Edition - User Guide
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1.4 GFI Backup licensing

1.4.1 License types

GFI Backup licensing is based on the role that the deployed GFI Backup Agents will
play in your backup strategy. GFI Backup Agents can be licensed as follows:

1 Servers: GFI Backup Agents assigned a server license enable you to perform
server level operations such as backing up Microsoft SQL Servers and
files/folders on systems running server based Operating Systems such as
Windows 2003 Professional.

1 Workstations: GFI Backup Agents assigned a workstation license can back up
data from systems which are not running a server type of OS e.g. Microsoft
Windows 7. Agents running under a workstation license cannot be used to backup
Microsoft SQL Server data.

Notwithstanding the license assigned to the installed agents, the GFI Backup Agent
software is the same for all GFI Backup Agents and the license type assigned to an
agent can be changed via the Licensing tab in the GFI Backup Administration
Console.

1.4.2 Further information

For more information on GFI Backup licensing, refer to:

http://www.gfi.com/business-backup-software/pricing/licensing

8 1 GFI Backup 2010-Business Edition - User Guide About GFI Backup
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1.5 Minimum requirements and installation

For information related to the minimum requirements and installation procedures,
refer to the GFI Backup Getting Started Guide manual available from:

http://www.gfi.com/business-backup-software/manual

NOTE: Ensure that your firewall settings enable communications between all GFl
Backup Agents and GFI Backup Administration Console on ports 5580 and 5543.

About GFI Backup GFI Backup 2010-Business Edition - User Guide 19
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2 Managing Backup Agents

2.1 Introduction

GFI Backup provides a complete system that enables the management of all backup
agents installed on networked computers.

This chapter provides instructions on how to:

1 Automatically deploy GFI Backup Agents in Active Directory environments using
Group Policy Objects (GPO)

1 Manually deploy of GFI Backup Agents. This is required in environments where
GPO is not available, such as in Microsoft Workgroup-based networks

9 Define the data access methods that GFI Backup will use to access files to backup
including credential management.

1 Manage GFI Backup Agents

2.2 Deploying GFI Backup Agents in Active Directory
environments

Use Group Policy Objects to deploy the GFI Backup Agents network-wide in
Microsoft Windows based environments where Active Directory is used to manage
the network.

2.2.1 Installing GFI Backup Agents using GPO in Windows Server 2003

1. Create or locate a folder that is shared and accessible by all computers where the
GFI Backup Agent will be installed.

e.g. \COMPUTERNAME\AgentLocationShare

Managing Backup Agents GFI Backup 2010-Business Edition - User Guide 111
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& C:\GFIBackup M=l E3
File Edit ‘iew Fawvorites Tools Help ‘ :,’
(JBack = ) - T | ' Search Folders | [ ) | [

address |75 C\GFIBackup j Go

| Name =~ | Size | Type | Date Modified | Attributes |
[Flofibackupz010.exe 15,693 KB Application 416/20109:17 AM A
ﬁ!gfibackupZDID.msi 15,125 KB  Windows Installer P...  3/25/2010 9:43 AM A

il

1KE *ML Document 4/6/2010 9:16 AM A

Screenshot 1 - Select both gfibackup2010.msi and setup.xml

2. On the computer where GFI Backup Administration Console is installed, navigate
to:

<drive>: \ Program Files \GFI\GFI Backup 2010 Administration
Console \ htdocs \ agent.

3. Copy both GFIBackup2010.msi and setup.xml to the shared network folder.
4. From command prompt, type ‘'mmc.exe' and click Enter.
5. Click File 3 Add/Remove Snap-in...

Add/Remove Snap-in 7] x|
Standalone |Exten5|0ns |

Use this page to add ar remove a stand-alone snap-in from the consale.

Snaprins added to: Iﬁ Console Roat j @l
Add Standalone Snap-in HE
Available standalone snap-ins:
Snap-in | Yendor |:|
.E Distributed File System Microsoft Corporation
,E.|DNS Microsoft Corporation
Event Wiewer Microsoft Corporation
" Exchange Message Tracking Center  Microsoft Corparation
~ Description —— a "
WZ3Exchange System Microsoft Corporation
[CdFalder Microsoft Corporation
aroup Policy Object Editor Microsoft Corporation
Q Indexing Service Micrasoft Carporation, ...
@Intemet Authentication Service (1., Microsoft Corporation
Add.. ?g Inkernet Information Services (I15... Microsoft Corporation LI
=
i~ Description
This snap-in allows vou to edit Group Policy Objects which can be linked
to & Site, Domain, or Organizational Unit in the Active Directory or
stored on a computer,

Add Close

Screenshot 2- Selecting the Domain Policy to edit

6. Click Group Policy Object Editor snap-in, select Add... and click Browse...
7. Select a domain policy to edit (typically Default Domain Policy) and click OK.

12 7 GFI Backup 2010-Business Edition - User Guide Managing Backup Agents
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8. Click Finish to close 'Select Group Policy Object' dialog. Close the 'Add

standalone Snap-in' and 'Add/Remove Snap-in' dialogs.

9. Expand Domain Policy } Computer Configuration } Software Settings.

[:I Console Root ‘fersion | Deployment state | Source

"fii Console Root',Default Domain Policy [winserva.tcdomaina.com] Policy',Computer Configuration',Software Settings',Software ... [Hj[=]

EI_E—j Default Domain Policy [winserva,tcdomaina,com] Policy
EQ Computer Configuration
R _1 Software Settings

There are no items ko show in this view,
y== ESoftware installaty
windows Settings

[_ Administrative Templa
User Configuration

[_1 5oftware Settings
-1 Windows Settings
[:I Administrative Templa

Package. ..

Yieww 3
Mew Window from Here

MNew Taskpad view...

Paste
Refresh
Export List...

Properties

Help

2l

|ndds a package. |

Screenshot 3 - Select New 3 Package

10. Right click Software installation and select New 3 Package...

11. In the Open dialog, locate the share where both GFIBackup2010.msi and

setup.xml are located.

IMPORTANT: When selecting the location of the msi and xml file ensure that this is
done through 'My network locations' so that the share name includes the full network

share location rather than the local path.
12. Choose the deployment option - select Assigned and OK

13. <Optional> From your domain controller, load the Microsoft Windows Command

Prompt a n dgpupdatey/foréen @& t o f orce a

Directory-based Group Policy settings.

refresh

NOTE: You may need to reboot the computers where agents will be deployed for the

Group Policy to take effect.

Managing Backup Agents
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14. After the Active Directory Group Policy changes have been effected (this may
require some time depending on the network infrastructure):

1 Launch the GFI Backup Administration Console via the GFI Backup program
group
9 Select Agents tab, and choose the agents to authorize

9 Click Authorize.

14 9 GFI Backup 2010-Business Edition - User Guide Managing Backup Agents
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2.2.2 Installing GFI Backup Agents using GPO in Windows Server 2008

1. Create or locate a folder that is shared and accessible by all the computers where

the agent will be installed.

& C:'\GFIBackup M=l E3

File Edit ‘iew Faworites Tools Help ‘ :,’
(JBack = ) - T | ' Search Folders | [ ) | [

address |75 C\GFIBackup j a Go
| Name =~ | Size | Type | Date Modified | Attributes |
[Flofibackupz010.exe 15,693 KB Application 416/20109:17 AM A
ﬁ!gfibackupZDID.msi 15,125 KB  Windows Installer P...  3/25/2010 9:43 AM A

1KE %ML Docurment 416/2010 9:16 AM it

Screenshot 4 - Select both gfibackup2010.msi and setup.xml
e.g. \COMPUTERNAME\AgentLocationShare

2. On the computer where GFI Backup Administration Console is installed, navigate
to:

<drive>: \ Program Files \GFI\ GFI

Console \ htdocs \ agent.

Backup 2010 Administration

3. Copy both GFIBackup2010.msi and setup.xml to the shared network folder.
4. From command prompt, type 'mmc.exe' and click Enter.
5. Click File 3 Add/Remove Snap-in...

6. Click Group Policy Management Editor snap-in, select Add... and click
Browse...

7. Select a domain policy to edit (typically Default Domain Policy) and click OK.

8. Click Finish to close 'Select Group Policy Object' dialog. Close the 'Add
standalone Snap-in' and 'Add/Remove Snap-in' dialogs.

9. Expand Domain Policy } Computer Configuration } Policies } Software
Settings.

Managing Backup Agents GFI Backup 2010-Business Edition - User Guide

115



File —Action View Favorites Window Help |-|5’|£|

&= mEE L= HFE

| Console Root Mame | Versii | Actions

E = Default Domain Policy [winservb. tedomainb, com] Palicy _
TEI" & Computer Configuration There are no items to show in this Software i.. «
: : view.
= || Policies Mare ... ¥
[F || Software Settings

| Windows Settings

| Administrative Templat{  View k
| Preferences Mew Window from Here
B 4% User Configuration

| Policies Mew Taskpad View...

| Preferences Paste
Refresh
Export List...
Properties

4| | Help | i

|Adds a package.

Screenshot 5 - Select New 3 Package

10. Right click Software installation and select New 3 Package...

11. In the Open dialog, locate the share where both GFIBackup2010.msi and
setup.xml are saved.

IMPORTANT: When selecting the location of the msi and xml file ensure that this is
done through 'My network locations' so that the share name includes the full network
share location rather than the local path.

12. Choose the deployment option - select Assigned and OK

13. <Optional> From your domain controller, load the Microsoft Windows Command
Prompt a n dpupdatey/forécen & t o force a refresh of
Directory-based Group Policy Settings.

14. After the Active Directory Group Policy changes have been effected (this may
require some time depending on the network infrastructure):

1 Launch the GFI Backup Administration Console via the GFI Backup program
group

1 Click Agents tab and select the agents to authorize
9 Click Authorize.
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2.3 Deploying GFI Backup Agents manually

For environments/computers where deployment via Active Directory Group Policy
Objects is not possible (e.g. workgroup environments or laptops which are not joined
to the domain), the GFI Backup agent can be manually downloaded and deployed on
the respective computers.

This operation is a simple process that can be executed by both the administrator and
even the end-users themselves. The administrator can manually deploy agents by
physically running the operati oemoneessiome t arget n

If the Administrator opts to delegate agent installation to end-users, the GFI Backup
Administration Console also includes the facility to print or send via email a set of
instructions that will assist end users in successfully deploying agents on their
machines.

2.3.1 Deploy agent manually by logging in on client pc

1. Physically or remotely, log in the computer where you want to install GFI Backup.

2. Launch GFI Backup Administration Console from the GFI Backup 2010 program
group.
3. From the GFI Backup main screen, select Agents tab and click Deploy Agent
button.
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Logout

GFIBackup

ADMINISTRATION CONSOLE

Home Backup and Restore Agents Reporting Licensing

Use this page to authorize, unauthorize, and review CF| Backup agents.

Co back to Agents List

Deploy a Backup Agent
Choose the type of agent deployment you would like to run from the
options listed below.

| Deploy agents using Group Policy Objects
LR Click here for instructions on how to automatically deploy agents using

Active Directory Group Policy Objects (GPO).

% Deploy agents manually

# Click here for instructions on how to manually deploy agents on computers .

Screenshot 6 - Select agent deployment method

4. Select Deploy agents manually.
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GFI Backup Agent deployment in workgroups

ADMINISTRATION COMNSOLE

Follow the step by step instructions provided below to enable network backups on your computer

Click "Download" button.

Click download button to start downloading from: http://127.0.0.1:5580 DOWNLOAD

fagent/afibackup2010.exe

Launch GFI Backup agent installation.

Click "Continue” or "Run” to trigger the installation of backup agent software.

Specify your network authentication details. | ‘g I

Specify your login name and password to finalize installation and enable
backups on your computer. Refer to your systems administrator to confirm
that agent is installed correctly.

5,
Screenshot 7 - Deploy agent in workgroup instructions

5. Click Download button to download the GFI Backup Agent installation file. When
prompted click Run to start installing the GFI Backup Agent on the local computer.

6.1 f GFI Backup is configured to wor khein ACustor
local computer users will be asked to key in their Microsoft Windows login credentials
(username and password).
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2.3.2 Print or send agent deployment instructions via email

1. Launch GFI Backup Administration Console from the GFI Backup 2010 program

group.

2. From the GFI Backup main screen, go to the Agents tab.
3. Click Deploy Agent and select Deploy agents manually.

GFI Backup Agent deployment in workgroups

ADMINISTRATION CONSOLE

Follow the step by step instructions provided below to enable network backups on your computer

Click "Download" button.

Click download button to start downloading fram: http://127.0.0.1:5580

/agent/gfibackup2010.exe

Launch GFI Backup agent installation.

Click "Continue” or "Run” to trigger the installation of backup agent software.

Specify your network authentication details. |

Specify your login name and password to finalize installation and enable
backups on your computer. Refer to your systems administrator to confirm
that agent is installed correctly.

DOWNLOAD

[T S T
et i s b | i e i e e
b ot o

GF | Backug P g FORR

A,

Screenshot 8: Agent deployment instructions with print and email option

4. Select one of the following options:

1 Email instructions - launches your default email client and sends instructions to

your users via email.
1 Print - Enables you to output instructions to printer.
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2.4 Switching between Data Access Methods

In the Startup Wizard displayed at the end of installation, you have chosen the
method used by GFI Backup to access data stored on networked computers.

Screenshot 9- Data Access Method screen
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