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1 About GFI Backup

1.1 Introduction

GFI Backup is a simple yet powerful backup and restore utility that enables
you to back up and restore data stored on local and networked computers.
GFI Backup offers the following main features:

1 Network wide backup and restore capabilities: Backup and restore
data on servers, computers, and laptops all over your network.

1 Backup to a wide variety of media: Includes local and external storage
devices, removable media such as CD/DVD/Blue Ray and Tape drives,
and other locations such as NAS or FTP.

1 Extensive scheduling controls: Configure backups to run at specific
intervals such as daily, weekly and every x days, hours and minutes.

1 Secure backup: Archive data using ZIP password (less secure but faster)
or AES encryption (more secure but slower) to encrypted archives,
ensuring that data cannot be maliciously compromised.

1 Complete set of backup types: Full backup, incremental and differential
backups as well as stack backups enable the setting up of different
backups to cater for all business needs.

1 Granular control on user actions: User permission settings dictate the
level of access to backup and restore features available to the users on
their computers and are fully customizable to cater for all requirements,
from the most basic user to the most advanced.

1 Full visibility on systems operation: The availability of reports on all
system functions, an activity dashboard, as well as screens showing
backup, restore, and agent functions provide all the necessary information
related to what is going on in your network.

1 Ease of use: A user-centric design that emphasizes ease of use enables
you to configure and use GFI Backup in the easiest way possible.
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1.2 Using this manual

This user manual is a comprehensive guide aimed at assisting you in
configuring and using GFI Backup. It describes the use and configuration that
you should do to achieve the best possible results.

This manual contains the following chapters:
Chapter 1 About GFI Backup
Introduces this manual and provides the basic information on how to use it.

Chapter 2 Installing GFI Backup
Provides information on how to install the GFI Backup Administration Console.

Chapter 3 Testing GFI Backup
Gives detailed information on how to test your GFI Backup installation.

Chapter 4 Troubleshooting and support

Provides you with all the necessary information on how to deal with
troubleshooting any problems encountered while using GFI Backup. Also provides
extensive support information.

Glossary Defines technical terms used within GFI Backup

Appendix 1 GFI Backup Data Access Method

Provides you with extensive information on the method used by GFI Backup to
gain access to the data to back up from networked computers.
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1.3 How does GFI Backup work?

GFI Backup

GFI Backup
Administration Console Storage Location

~F
Computers with GFI
Backup Agent installed

-z \*
Laptops with GFI Backup
Agent installed

~3
Workstations with GFI
Backup Agent installed

Servers with GFI Backup
Agent installed

Figure 1 - GFI Backup installation setup diagram

GFI Backup is composed of two interdependent components:

1 GFI Backup Administration Console

1 GFI Backup Agents

1.3.1 GFI Backup Administration Console

Install the GFI Backup Administration Console in a location with network
access to all the computers that require a backup solution. On deploying all

the required agents on your networked computers, use the GFI Backup
Administration Console to:

1 Configure and manage backup and restore tasks across multiple
computers on your network

Manage GFI Backup Agents deployed on your network
Restore data on networked computers from a central location
1 Centralize the storage of backups to a central network location or media

About GFI Backup GFI Backup 2010 i Business Edition - Getting Started Guide § 3
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1 Monitor the operation of tasks (backups and restores) across the whole
network

1 Generate reports on the operation of backups and restores

1.3.2 GFI Backup Agents

The GFI Backup Agents are the components that backup and restore data on
the client machines, including the computer where GFI Backup Administration
Console is installed. Through the setting up of user permissions by systems
administrators, users can also configure their own backups, restores and sync
operations on their workstations and computers.

1.4 GFI Backup licensing

Information on licensing is available from:

http://www.gfi.com/business-backup-software/pricing/licensing

4 1 GFI Backup 20101 Business Edition - Getting Started Guide About GFI Backup
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2 Installing GFI Backup

2.1 System Requirements
2.1.1 Software

Supported operating systems

Microsoft Windows 7 (x86 or x64)

Microsoft Windows Server 2008 (x86 or x64)

Microsoft Windows Vista (x86 or x64)

Microsoft Windows Server 2003 Standard/Enterprise (x86 or x64)
Microsoft Windows XP (x86 or x64)

= =2 =4 A4 -

Web Browsers

1 Microsoft Internet Explorer 8
1 Microsoft Internet Explorer 7
1 Mozilla Firefox 3

Other components

1 Adobe Flash Player - Required by GFI Backup to display the Activity and
Disk space charts in the GFI Backup Administration Console Home Page.
Freely downloadable from:

http://www.adobe.com/products/flashplayer/

1 (Optional) Microsoft Volume Snapshot Service (Microsoft VSS) -
required to back up files currently in use.

Other requirements

1 Static IP addresses - Install GFI Backup Administration Console on a
computer with a static IP address. Using DHCP with GFI Backup
Administration Console may lead to the GFI Backup Agents not being able
to communicate with the Administration Console.

2.1.2 Open Ports

1 5580 & 5543 - Required for GFI Backup Administration Console access
and for the communication between GFI Backup Agent and GFI Backup
Administration Console.

Installing GFI Backup GFI Backup 2010 i Business Edition - Getting Started Guide § 5
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NOTE 1: Ensure that your firewall settings enable communications
between all the computers where the GFI Backup Agents are installed and
the server where GFI Backup Administration Console resides.

NOTE 2: In case where the GFI Backup Administration console is installed
on a computer with multiple IP addresses (e.g. Internal and External
networks), it is recommended that during the installation you specify an IP
address reachable by all subnets where the GFI Backup Agents will be
installed.

2.1.3 Hardware

Processor

1 Intel Pentium 4 or compatible processor

Memory
1 512 MB

Physical Storage
1 2100MB for installation

6 1 GFI Backup 2010 i Business Edition - Getting Started Guide Installing GFI Backup
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2.2 Installing GFI Backup Administration Console

1. Download the GFI Backup Administration Console application
(gfibackupbusiness.exe) from:

http://www.gfi.com/downloads/register.aspx?pid=bkupbe
2. Double click (gfibackupbusiness.exe) to install GFI Backup. Click Next at
the Welcome screen to continue setup.

3. Read carefully the End-User License Agreement. If you agree to the terms
laid out in the agreement, select | accept the terms of the license
agreement and click Next.

W GFI Backup 2010 o B |
Connection Settings
Fill in the connection settings. G F I

GFI Backup uses the IP addresses, HTTP and HTTPS ports of this computer to host the GFI
Backup web interface, The default configuration is as follows:

Discovered IP adress: 192, 168.3.27
Default HTTP port: 5580
Default HTTPS port: 5543

@) Use default settings

Use custom settings
(You will be prompted to customize settings in the next screen)

MOTE: Ensure that the above ports are not blocked by firewalls,

| < Back H Mext = ] | Cancel |

Screenshot 1 - GFI Backup Administration Console installation: Use default or custom connection settings

4. Select Use default settings and click Next to install GFI Backup
Administration Console using the discovered IP address, HTTP and HTTPS
ports. To change the discovered settings, click Use custom settings and
click Next.

NOTE: If the installation wizard detects multiple IP addresses due to multiple
network cards on the computer where GFI Backup is being installed it will
force you to select an IP address from the ones discovered.

Installing GFI Backup GFI Backup 2010 i Business Edition - Getting Started Guide § 7
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@ Gl Backup 2010 ==

Connection Settings
Fill in the connection settings. G F I

Spedfy your custom connection settings:

Available IPs: [1-;2. 168.3.27 -

HTTP Port: 5580

HTTPS Port: 2543

MOTE: Ensure that the above ports are not blocked by firewalls.

I < Back H Mext = ]I Cancel I

Screenshot 2 - GFI Backup Administration Console installation: Specify custom connection settings

5. If Use custom settings was selected in the previous dialog, or if multiple
IP addresses were discovered, select and key in the IP address, HTTP and
HTTPS ports to use and click Next to continue setup.

NOTE 1: For computers with multiple IP addresses (e.g. Internal and External
networks), it is recommended to specify an IP address reachable by all
subnets where the GFI Backup Agents will be installed.

NOTE 2: If Use default settings was selected, this screen is not displayed. In
this case, proceed to the next step.

8 1 GFI Backup 2010 i Business Edition - Getting Started Guide Installing GFI Backup
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® GFl Backup 2010 o] B =S
Credentials
Spedfy the credentials for backups on this computer G F I

Provide the administration account details required by the GFI Badwp Agent to execute
backup & restore tasks and for the configuration of other administrative settings.

Usermame: johndoe

Passward: [ I11 1T 1]

Domair: mydamain, com)

[ < Back ][ MNext = ][ Cancel ]

Screenshot 3 - GFI Backup Administration Console installation: Specify credentials used for local backup

6. Key in the local administrator account details required by the GFI Backup
Agent to execute backup and restore tasks and for the configuration of other
administrative settings. Click Next to continue setup.

7. Key in or browse to select the folder where GFI Backup Administration
Console will be installed and click Next.

Installing GFI Backup GFI Backup 2010 i Business Edition - Getting Started Guide § 9
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® GFl Backup 2010 o] = | 52

GFI Installation Complete

GFI Backup 2010 installation completed successfully.
— ___,_——_-’_’"F Click 'Finish' to launch GFI Backup 2010.

Installation Summary:

Discovered IP address: 192,168.3.27
HTTP port: 5580
HTTPS port: 5543

Important note:

SEED RN TENERY Ensure that no firewall blocks the above GFI Backup
ARCHIVING & FAX communication ports.
NETWORKING & SECURITY

Screenshot 4 - GFI Backup Administration Console installation: Installation summary

8. On installation completion, review the Installation Summary page and
click Finish to finalize installation.

10 9 GFI Backup 2010 i Business Edition - Getting Started Guide Installing GFI Backup
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2.3 Startup Wizard

On completion of the installation of GFI Backup Administration Console, the
GFI Backup Startup Wizard is automatically launched. This enables you to
configure a login account. This account will enable you to access and use the
GFI Backup Administration Console.

NOTE: If the GFI Backup Startup Wizard is not displayed, refer to the General
issues section in the Troubleshooting and support chapter.

GFI Backup Startup Wizard

ADMINISTRATION COMNSOLE

Congratulations — GFI Backup 2010 successfully installed!

Welcome to the GFI Backup Startup Wizard. You are required to complete this
wizard before you access the GFl Backup Administration Console for the first time.

This wizard will assist you in the configuration of the following:

* CFl Backup Administration Console login details.

®* [Data access method.

Configure Administration Console login details

Configure a login name and password to use when accessing the GFl Backup
Administration Console. These login credentials are required for security reasons
and will be used only to control access to the GFl Backup Administration Console.

ﬂ Login name:

> Login password:

QJ Confirm Login password:

MNext ==

L s

Screenshot 5 - GFI Backup: startup wizard

Installing GFI Backup GFI Backup 2010 i Business Edition - Getting Started Guide § 11
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To manually load the GFI Backup Administration Console web interface, click
Start 3 Programs 3 GFI Backup 2010 3 GFI Backup 2010
Administration Console.

The first time GFI Backup Administration Console is launched, you will be
asked to provide:

1 Create a login account by providing the login credentials that will be used
to log in GFI Backup Administration Console

M Provide the Data Access method to be used to access data located on
networked computers.

12 9 GFI Backup 2010 i Business Edition - Getting Started Guide Installing GFI Backup
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2.3.1 Completing the Startup Wizard

Configuring the Administration Console login account

The GFI Backup Administration Console login account is an in-built account
used to login GFI Backup. Provide the credentials that will be used to login
GFI Backup.

1. In the Login name field, key in a login name to be used when logging in
GFI Backup.

2. In the Login password and Confirm Login password fields key in the
password to use with the login name previously configured

3. Click Next to save the new login credentials and continue the wizard.

NOTE: The GFI Backup Administration Console login account password can
be changed at a later stage from the General tab in the Settings. For more
information, refer to the GFI Backup Administration Console - Administration
and User Guide manual available from:

http://www.gfi.com/business-backup-software/manual

Selecting the Data Access Method

The Data Access Method is the method used by GFI Backup to retrieve
information located on the networked computers to back up. For detailed
information on the Data Access Methods, refer to the Appendix 1 - GFI
Backup Data Access Method chapter in this manual.

Installing GFI Backup GFI Backup 2010 i Business Edition - Getting Started Guide § 13
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GFI Backup Startup Wizard

ADMINISTRATION COMNSOLE

Step 2: Select data access method

Backup/restore operations must run under a Microsoft Windows user account that
has access privileges over the data to be backed up from networked computers.

Select the method that GFI Backup will use to run backup and restore operations.
This setting can be modified later on via GFl Backup Administration Console =~
Settings.

i@ One account for all (Recommended for Active Directory environments)

account has access privileges over all data to back up
from networked computers and will be used by default to
access the data networked computers.

1 Use the following Microsoft Windows account. This

User name: £.g. local ar domain administratar account
E.g. "DOMAIN' Usar”

Password:

0 Custom (Recommended for Workgroups)

- .y Use this option if a common user account cannot be relied
upon to access data on networked computers, e.g. in
“ workgroup environments. In this method, the GFI Backup
J Agent will ask each user to specify their credentials and
safely store them to access and process the data

accessible by these accounts.

Help me choose. ..

L s

Screenshot 6 - GFI Backup: Select Data Access Method
1. Select one of the following options:

1 One account for all: Choose this option if your network setup allows for a
single user account that has read access privileges on all the data to back
up from networked computers and write rights over the locations where to
restore data. (e.g. a domain or a local administrator account) Also, key in
the user acctalunt 6s creden

This option is recommended for Microsoft Active Directory environments.

14 9 GFI Backup 2010 i Business Edition - Getting Started Guide Installing GFI Backup
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NOTE: Key in the <creddangdrad sori ndé wdeorm@d aama i
format. | n case of wor kgroups, key i n t he
nameluser 6 .f or mat

1 Custom: Choose this option if there is no common user account in your
network setup that can be relied upon to access data on networked
computers, e.g. in Microsoft Windows Workgroup computers. Choosing
this option will prompt every GFI Backup Agent to ask each network user
where it is deployed to input his/her login credentials. This data will be
encrypted, stored and used to access the data to back up on networked
computers.

This option is recommended for Microsoft Windows Workgroup
environments.

2. Click Finish to finalize Startup Wizard setup.

2.4 Configuring Proxy Settings

If your network settings require that you configure GFI Backup to use a proxy:

1. Locate the config.ini file in the <drive>:\Program Files\GFI\GFI Backup
2010 Administration Console\htdocs folder.

2. Open config.ini with a text editor and locate the [proxy] identifier.

3. Provide the following information:

OPTION DESCRIPTION EXAMPLE

proxy_address = Defines proxy IP address where proxy_address = 192.168.3.122
data should be relayed to.

proxy_port = Defines proxy IP port where proxy_port = 225
data should be relayed to.

proxy_username= Defines the username using proxy_username=proxyuser
which you can access the proxy
service

proxy_password= Defines the password using proxy_username=proxyuserpassword
which you can access the proxy
service

4. Save the config.ini file and restart the GFI Backup Administration
console.

Installing GFI Backup GFI Backup 2010 i Business Edition - Getting Started Guide § 15
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3 Testing GFI Backup

Once GFI Backup is installed and the login credentials are configured, test
your GFI Backup installation to ensure that GFI Backup is working correctly.
Follow the steps in the example in this section to configure a test backup. This
test will enable you to configure a basic backup task with minimal
configuration to execute the backup task and to restore data back to its
original location.

NOTE: The information contained within this test is aimed ONLY at providing
you with basic backup and restore test setup. For detailed information on how
to configure backups and restores and on the options provided by GFI
Backup, refer to the GFI Backup Administration Console - Administration and
User Guide available from:

http://www.gfi.com/business-backup-software/manual

3.1 Adding atest backup task
1. From the GFI Backup Administration Console main screen, select New
Backup option.

Screenshot 7 - GFI Backup: Select Backup files, folders and settings option

2. Select Backup files, folders and settings option.
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